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wuaUfuRlun1sShwrnnuduaslasndesuaTaumna
VBINTENTANEITITUGY

puUszmensEnsassigy Bee  ulsuislumsinwmnusiunsasnsesuansaume
YOINTINTNAITAUGY  AvualidinsdaviuuufoRlumsinunusiuasasedesuansaumea
YoINTENTNASITUAY Wlelrsruumelulafansaumaveinsenyiasisugy Wulvegnamnza
fiuszansam fanusiupsasnse wavanunsamifiuauldegimoios iauﬁqﬂaqﬁuﬂmwwﬁaﬂaaz
Antuarnnsldauszuumelulaansaumaludnunediligndes warannisgnanamandeding «
feonreliAnanuidsmesonsynssanssuguiu
nsgnsas1IEY SstmuakuuiRlunsldssuuasaumndlifanuiiunsaonsty il
10 o Al
“Mirway” vnefs nsu dtin andu qud nes uasmbhenuidgusfioui
nsw/nes damheaudnugiinig fegludsinnsznssasisugy
“Glieu” vneis 11519015 9NN UaENTinAUIIVNIT HARATEUU JUIMNT0IANS
5uuins viserdilesuaunelildiesosnoufinmesuassyuuieSetisveminy
“Guivns” vaneds ggnunslumstedudyulundisau loun Yannsensis aud
viewigunin geuienisdin/antu/aud/nes W
“HuInsseauge” nanelis Uanansensie esuaviserfisui
“fauaszuu” (System Administrator) vanefs gilssuseumneanvvihmigny
TnhiifuRnveuguasnumiedansszuuasuiumesuarsvuuieiovgliiiduvilsdnde
“Wrvesdaya” vaneds Jlasuteugunnnimiwhsnulisuiingeudeya
YDITLUUIY ImsjLméuawa:uaLUumuwmawamauu d malmuwammu‘[mamqmﬂmamammuu
\Nngayvng
“BSvosffldeny” mneds Sy Avsdumy Avsiiay uazdvsaulai
Retestussuuansaumavesmhsa lnsmhonuasdudfiansunanslunsldaunsng
“Guning” vunefs doya seuutoya wasnindaumumaluladansaumeuaznis
Aoansvamitheau 1wy wdssneuiumeuuuiiifzuasuuunnw qunsaifoansiiansnidension
sruuAIetne enfiviu Wsdwiindeuiifianinsadexsetuszuuiedetisld (Smartphone)
gUnsalsruLATets a1iauafuargoliuag Tadswenduasfiiauans (Wudy
“syuulAetng” e svuuilanansaldlunisinsedeansvidenisdsdoyauay
AsEUNATTIISITUUWAlUlagE TAUmARIY 9 vasriieauls Wy ssuueTeneluuilany (LAN)
warszuuiAzttawuUliany (Wireless LAN) 1udu
‘madhiiefeauunisldnuasauma” wnstls masyg simuadn’
viensupugmaliglinudnds vieldnueieineviowuvansaumna Fomadidnvsedinduazmng
Menm ensoyyauiiudmiuyeRaneuen naeaauotatmundeUftRiieatums
Whidlaefiveuelicenla
“amusiunsuasnsfussauma” mnefs Mss1salideeudu anugndes
Asutu uazanmndeuldimesansauma Tuinuansizy Idun arugnieuriats AUl
nMsvuUfiasauiuiie waganutdedie
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NUIBIUVDI3F
o elldnuldsuiitlauazanunsau fiRnuuuameiivunlagiasanin wagnsemin
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wuaURUA

d2ufl @ NMsArUANNTSIEMEsasAUIMA (Access Control)
1o o. fuaszuu szoygeligldnudrdssuuasaumaiidesnsldauls deleldsu
oA f3uRnvauaimestoya/dvessruy mumudndusionisldnu iy
{0 b. YaraINMhsnuMeueniifesmMAvElunisdldnussuuamsaunave gy
sfpsveayg I duaednualdnusnomnimiieny
fo . ffquaszuu dosrmuedvsnisdhdsteyauasszuudeyalimnzautumadildon
vosfldann waznihiiarwivAnveulunsufcinuresifnussuvasauna suiedinsmumy
Avsnsuindsedsasinae il
(@) fvusnasilunseygeliindansldnumsauna ffedestuniseyyn
nsrvundns videmsuoudiuna fell
(0.0) Amusdvisvesgldnuusiaznguiliisatos 1wy
- 81UBE LAY

GEANNRHG
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(0l0) fviuANaEinIssEiUans weudune TRdulumunisuimsdnns
mwﬁwﬁwawﬂ%&m (user access management) flgrmualy

(0.0 Fsmdidosmainldnussuvansaumavosmissuazdeswesygyn
Juaneanvaldnusuazldsun1siiansanayginanimntiniieunse
Aauaszuuilidunoumang

(o) miLL‘U'Wizmme%’a;ﬂaLLazﬂWi%’mé’wéﬁ’uﬂ'gwuﬁﬂﬁmw'%aﬁﬂﬁu%ummé’maq
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ANULEYYRE9BUTINER
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- deyaduun vanefe mniDameianuavieifissusdauazioliii
ANILAENERE19T 8T

- doyadu munefs mndawmetmunniossusdiuagioliiin
ANULHLNY

- doyavhly vanefs teyaiamnsadameviowmounsmluls

FautsseAutunsidngs

- swdududmiuguims
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v o o

- sgRududmsugldanuiily
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'
v o o

- swiutudmsudpuaTruuvs e ldueunng

sUsuvTRsenasBidnnsedngd wusldded

- sUwuuenansteny (Text Format) Wulnldindnanniasesiion
umendunf Unfilledalwdazanusoiusisnusluliduasneiiaz
grudonnutuld SefisuuuudenBnranesuuuy 1wy TEXT Format,
Document Format, PDF Format (Portable Document Format)

- sUuUUeNaNsAM (Image Format) Wulwdfindnainiedosiliefiiu
goldwas fgUuuuild 1Wu JPEG Format, PNG or GIF Format,
Bitmapping Format Dudu

Fosdaliiimsinnesruutuiinuaginmunisldnussuuansaumeavos
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Waruulasdnsane o Wadundngiulunisesiveey

U8 . HOUATEUY
nangulun1snsIvaey

Fo99a lAHNSTUNNNNTHI U -DDNAUNRVDITEUVANTAUm AL DL T U

U8 . MNUALAINTUINITEUUANTAUmNA Al
(@) F¥UUNUUINNT e-Service (Front Office) dmugldnumeusnannsadifsla

AADALIAN
(o) sruvunely (Back Office) dwmsugldnunglumuiiviieauimue
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dufl o N1sUTMITIANTIINISIUNeYaeH YU (User Access Management)
10 . HAWATEUU fesivuanisamzileudldaulvg dadl

(@)
(o)
(en)

(@)

Faviuuuesunsamelougldanu dusussuuwmalulagansaumne
waszuusesnrvanuliydldeu iWeldliinsamadouddou
uasrUUApInTIRaeuLayidvslunsind sy audevthiin

AYeU (MDD o)
guaszuUfissimualitinsuanenansvidedsiuanaduarednualdnusliun
Anuiiouanifadvsuaziniirrmsuiinveuvesldiulunisidfeszuy
waluladansaume

@ e X
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@3%pe ol
c
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10 . HARATEUU fesnmuanisidauszuumaluladansaumandfay Wy seuy
AouILmsIUsUNIUUSZYNG (Application) anvunedianvseiingd (E-Mail) szuuiasevieliany

(Wireless LAN) szuudumasiila (Internet) 1udu TnagindlidnsianznisufiRnuluniiuas

lpsupnuiureuduaednualdnys

10 oo. HawaTTUURRIMUMIUTRTHLYNY 8nSn1slda sgwadiaue sg1atey
= J A 1Y) Y ¢ M Yo a wa o &
Uae o A9 tadasiunsidndeszuulaslilasuougn Insuifnuwuinig deil
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(en)
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Indeedetuliruiiadutyywesmhenuiesuiummumunedeuas
avsmadldnuingniomielsl

fufunsudludeya ans
FumeuufiRdmsunisenidnansnislieu Weareendesuiunisaely m
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19 @e. N1SUSTITINNITIHANIU

(@)
(o)

(en)

(@)
(&)
()

(o)

fvunnisasuuUasaznsendnsannu (Password) Lﬁ@;ﬁ%ﬂﬁumaaﬂ
VIBNUINFAUMLS vTBeniEnNIslday
fuadofldnuniesiaddnudodisiiu

dwousiiaru (Password) Faasmilifugldauseisnisivasas
vanidsamsldyaraduvzensdssnmnedidnnsetind (E-Mail) flsifinng
Josiulunisdesiariiu (Password)

Mg ldauneududunislasusiariu (Password)
fvuaduaunSsitouligldenilasiarnu (Password) Asmanaldlaiiu m ada
Aualigldauldduiinuediusiadu (Password) Vilussuuneuiiames
Tusuuuuitlildtestunisiings
Tunsdifinnudndusedidviimstugldouitanigan dldmuiuasios
Igsupnuiueunaseyd@nnimviimieny lnedinsivunssesiian
msldnuuarsziumslinuiideruszosnadananvideriuaindumis
uazdinsimunansfiuildsu Saansadifdddeseaulalithg uazdos
Mvualisiagldnumansiaglduniuung

10 ob. FALATFUY ABIUTMTINNITNISDdagam s ntuauay Tunmsaiunu

nsindetayausazUszantuANUaunIn1sIiNNlagnsauas NS IIINEINTEUUNU TINRETS
nsvhaedeyausarUssinniunuau dnadeluil
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(o)

(en)
(@)

(&)

()

(o)

musumaindsteyausazssinndunnuduiansdnisdaeasauagns
WReEUTEUUY

fmuns1edoldan (Username) wazsiasin (Password) ileltlunns
nsmaouimuateslinudoyaluniastuaudurestoya
Avunszezamsldnulasssiunmsldauiuiiflenusseznaidnan
N53UAIRYAR AN UTEUUIATEUIBESITNE AITLASUNISIINTIAE
(Encryption) Muanasgiuana iwu SSL, VPN %3e XML Encryption wiusiu
fvunnsiUABUsTaRY (Password) maiszegnaniifnunuessysy
ANUAARYRITaYR
fvupsasmsinunnasiuasasnsevestoyalunsdifidunsndoon
uenMhEL 1wy 1159307 asaaden Widulunsdiseaazaudeyaiiiu
ogludetuiinnou 1Tusu
uesdeyadesiiminmadeuaumngauvesdvdlunsididstoyaves
fldan oghatiesTas o afa dielriulalddnanieng q AlHliSna
GPRHIGIREREY

U8 o, FEUVNUATAUNANIIGIANWeNLEIY (Business Information Systems)
Tinihuthenufiansanussiuag 9 nenuauiuaslasnsdy wazgnsausns 4 neudndula

Tdtoyatiniuluszuunu vsesvuumalulagansaunanazionloadnieiu 1y sening

NI¥NTIETITUAUVTOMUIBNUNU L FeLle

(@)

(o)
(en)
(@)
(&)

Avusulovnuazanasmaiierugy Jesiu wariimsiansnislideya
UMY

#1sandfavselieugnnisidnnadeyadiuynaa
finsanidyranslatheiidandvieldsueygalidliny
finnsanizesmsameifouglinu
lueygalitimsldauteyaddyviotoyadusmiulunsaifiszulaid
wmsnsUesiuiigane
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duil e NMsMMruantiAuSURRYaUYRlYaU (User Responsibilities)

N

va o

10 o, NFINUITENI JlYudeaUiR el

[ v v

(o) fldnuiivihitlumsdesiu qua Snwndoya zy,%%afﬂmm (Username) wa
svasinu (Password) Tnegflduusasausiosditaddedldan (Usemame)
vosnwas wulldsuiugBu muienuhnsmouwnd wandte vliBuas
a1 (Password)

(o) fvunsasiuUszneumefsnushitesnit o fdnus Fsdesusznause
ftav (Numerical character) $19n3 (Alphabet) WazA19nysLAY
(Special character)

(@) ifwussiaiduyaraandevieutanavesmuies nieyanaly
ATBUAT)

(@ lildsiamiudnyanadmiunsliuitudeyasuiuynnaduriuedete
AN IADS

(@ Wllusunsumeuimeiviglunisirsviarudruynnadnluli
(save password) dwsuirdosnenfinnesdiuynnaiiflfaunseunseser

(o) liaavietudinsiaruduyanaliluaniui Adesensdanaiiuyeyanady

(@) fvunsiahusudulriuildnulfendonisn uaznsdaeusiiasiou
Titudldnudendulusgavasnsie

(@) fldnusioaudsusiain (Password) lifiu oo Turdoynasfiinig
udaeuliiuausianinu

fo o¢. msthmsthsia wldiudeyaiiiumnudu féauazdesjiinmuszidouns
$NAMUEUNNNTIENTT WA, beee kazdadliitnisidnsiia Encryption) Mluumsguaina

U9 @o. NIINTLIA 9| ﬁLﬁmmﬂmﬂ%’ﬁ@%m;ﬂ%ﬂm (Username) duiinguisnemmunli
Huamuia ldhnsnsgvhduasiieandldnurdelifonn Weeinduemiusufiaseudiuyena
Feffliauasdosiuinvouronuiinfiintuies

{9 e, {lfnudoshmsfigaiiaunneiateuiiarlddunindviessuumsaumaros
sy uagmnmsfigaidnudiulitgm biasfeansiainudentd viednmnauianan
Tn 9 f Gldusoauddipuassuunauiug Tneufifmuuumis feil

() ABNFUABSYNUTELAN ﬂauﬂmmmiuuwgummimaqmmﬁwmummwnmq

(o) mslfnuszuueeufiunesduluiniorisazfeshmstignifnumnads

() nsldnudunesiin (Intemet) Aosvinsiigailsiinu wazsesdinistuiin
fouatsannsavsuenmnuynnagidenls

(@ egldanuliogiiniosnoniiunes é’aqﬁwmiﬁaﬂwﬁwanﬂﬂ%ﬂ IEIRN
mmswaaummuﬂauﬂflﬂﬁzmummq

(@ indesponfiunesyniedosioniinistenaninutiae (screen saver)
Tnefananegatios ¢ w17

Y9 om. flinudomseninuarszding Trlensldaudeys litioyatuanduves
nIgnsIassagy viailudeyavesynnanieuen
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1o o, Touaiiiunnuduniediszdumudfny foglunisaseuases/quares
ey Falaliihnaweunsd Wasuuas vhn wievinans Teelalldsueygnainshndh
ivetiNgly

10 bo. Hl¥nuldiuslunisguasnyiasIulnveufevauaTaINITENTNAETITUAY Wag
foyavesFuuins maiamsgyme lnethlulflumeiiin msweunsiaglildueyaan {ldnu
Fostidrusanlunissuinveudenudemetiuds

10 ba. fldnudesioiu qua Snwlidennudu arwgndes wazarumieslivesteya

Y

'3
a

paonduenans detufinteyanewinmes videasaumesing o Mdvsdensitndslnegasliians

{0 wo. flinuidvdlasveussaniiasiiuinu Moy uazdestudeyaduyananiu
WiENALS NIeNTIvansIsaguarlinisativayulasiasnsednsdiuynaa wazlioug nliunna
mwma’lmmmsavL:ummamauamuuﬂﬂaimalmlmuaummmﬂs’ﬂmmwmaumawamauu NI
Tuﬂimmmummmﬁ'ﬁmqwmmimwaawaga viemerindeyatiufedestunsenssansisng
Jansensrsassnguoruissi g iuthiingaaoy vhmsnsaaeutoyamearduldmasaiia Tng
Lideaudalvigldaunsu

10 oo uUanseldein (Run) Wsunsuusziny Peer-to-Peer (Manefia 35n1sinLaTevny
aonfiumesuuunils Aifmualireuiamesluaietneyninieanieufurdowinfientu mneaiu
1 uaziedownaiiusunsuvdetufludoyaiuliies mefauuuivhltausaldlusunsuvde
wilndeyavesmoufinmediadodlafls unulasdoddanadosinisuilu (File Server) wiiiu) vido
Tsunsufidanudssusesuienty wu Smmesisuvi(Bittorrent), Bya (Emule) WWusu Liuusiay
IasuauInaInivtvitieu

{0 e, Fudamseldnu (Run) TWsunsuseuladynuszian Wemnudtuidia 1wy mIguifs
Hawas inud 1Wudu lussninanadfofsenis

{0 oe. aldFunindvesmieny fdamionlst tensweuns deya dornu guam
vidodsdula Nldnwauetarefassy amnuiuasesssma ngving vidensenusonIsiaved
NIENTIETITUAY

1o oo, alldAunindvesmhenu enssumu AelrAnaudeme ieltluns
Tasnssudoya viedsdulasudumsdasengmnouasfasssu viensynusienisiavesnsening
#1571500Y

To wai. WaldFunindvosnsensnassaguiiousglovinanisi

{0 e, Funszvinsle o iemsindeya lideududerinu am des viedsdula
Tup3atnessuvanaumATaINTENTNassNEY neawiauin lidneziieisnisle 9 Ay

U8 b, UNTEVINITIUNIU Y1aN8 3RYINISTUUATAUNATDINTNEN LA BINYAYE 3N

fo mo. WalfszuvasaumavesnsznyNassagy WensmuauasLinesviosE Uy
ansaumameuon taglalldsueygnnanmihmisnuvdegguaszuuiilasusoumne

1o ma. unszviinisgle q sulidnvasdunisdnasuldiuvdesudsiaduyanavesidu
lanandunsdlla q Lﬁamﬂmﬁuﬂlummﬁﬁﬁayja viiewfienisTimsnennsiiniu

{0 mlo. Wafinssgunsainienssvhmisla q Wedissuvasaumavesnssnsg
assaian Taglalldsueygmanivihwihseusedguassuuiilesuneumneg
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d9ufl & N15UINITIANTTAUNING (Assets Management)

10 men. Hlieudasliinlulureslfianmsieseinspeuiiames (Operation Center
yaneds anuiflddmiuiasaeiosneufiamesuitneuas MiogUnsaiuimsinnineietne) iy
WAMIINNIAEAAYIA LIULALASUBNAINANNKRRATEUY

Yo me. flFnudethigunsniviotudulasenantosfifimaedotoneufinnes
GuwigldsuaugInangauassuy

fo me. fldnudedlitieiesile viegunsaidule Wesiiaietneifiensuszneussia
diuyAna

fo oo, {linudedlidaasnuiorhduuuiludeyaifavavsidumsldonu nould
Suounw wazldousiodlald vieauutiuteyavesidu laidnsdle 4

{0 me. fldaudesiaedeyadifylugunsaidetuiindoya wiludoya neuivziin
gunsaifanan uazldmadelumsauvzedoudeyaiuuudeyanimiuddnlugunsalidmiuiaiu

Y

® o

Toyanaunizeugniinauihaunsaluulldeuse wedssiulalviinisdhfloyadAgytiuld uay

s s mshanedeyauudetuiindeyausazUszian ¢ail

Uszmdeduiintoya Wihany
n3eANY ldnsviumeiaseiuyiateionats
Flash Drive - imsvihanedayauu Flash Drive anaumsgiu DOD

5220.22 M w93n3EnTInalnnansgensnt daduninsgiu
nsvihangteyalagn1sideuriudeyaiiuviayseu
- l3Bnsnunseunideve

Wi CD/DVD TgnsrusIgLATIuINaNEeNaS
iy lgiEMInuvseualidsniy sewvinany
gsnnan - Tmsvhangdeyavueninfainuuinsgiu DOD 5220.22 M

YpensENsNNaNEnsgosnt Fuduunsgiunisvans
Toyalaen1sleuniudayaliuvalesey

- l3Bnsnunseuniide g

fo e, fldnuiimhidesiuRnvoudedunindininsnuueulilildruaiioundady
Funswdueaglinuies Ingussmmensauning (Asset lists) glinudesiuiinvey mssuviedy
Auning awgniufinuagasnasunnadilasdmihiiimihenuuounine

fo mee. n3dlvhauuonanuigltnudesguataziuiiaveuduninduemngn Uil
HOUVNY

fo <o. flfnuiimihiidossldadomeliimindduiuasdim viogameonuyae
y¥ngau mnanudemeiuinnnanussamuesldn

fio <o. fldnudedlliBudy aoufumes vielinda Liilunsdla 9 uuinsdudy
Ipsunmseudfluatednualdnusanintiviiea
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fo <o. Glinuiiansliduninduazssuvasaumnaniig 4 fmhonudaeSeulflnldny
Tneiiinguszasdifiomslfnuasmhonusini sadlildnunhauninduarssuuamsaumna
#e 9 WliluAanssuiimienulidldfvun vievliAnandemedensensnmssnay

fo em. Avundemela q MAnnnsazanude o Wiodumnuiaduyanalag
fidnusossuinvousonnudemefiAniy
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duil ¢ n13AIUANMSIUNANATEYIY (Network Access Control)

1o €. wmInsmuAuNTdn-senTieImuAATasABNTALRD ST (Server)

(@) fAnsioinmhesnuneusnynau desvnsuantnsildszysau wu
Unsuszrvu vieluoygatud Audmihfidnwanuvasnss Wesuling
{Ansio (Visitor) wdwhmsastuiinteyaadluayatuiin aamszyliluenans
“Uufinnsidnoaniiui”

(o) HAnsiornuhenuneuen Migunsainenfiines viegunsaliililunis
UitRnunuitRnuiviesnuaussuueiens desastiufingensgunsel
Tuwuuresunsvesygatheensuiszyliluenans “Guiinnsidrean
fudl” Iigndesdiniau

() HAUATEUU ABInTIRdeUANNgNResuattayaluayaduiin uuunesunis
yeaygmineentuimihnnmaaoafodulsedmnideu

fo e¢. fldnuaziiedomeuiinmes gunsalinideudetuiniesneninmes szuu
wetgresheny desldiueygmannfmimihenuuasies foinulsueilneindins
Tnegldausesnsenuuuresy “nmsveideuseirdetne” Tnsnnlnankiu iuledvesnsznag
#1571504gY a7 Intranet A1571504AY

{0 <o. Mivesygaldaiiuil Web Server Felaumeon (Sub Domain Name)
fimhonuiuiinveusy asdfesimisdovooygnsemimiaeany uazazdaslaifngalusunsy
a9 ﬁdawaﬂiwu&iaﬂﬁﬂizﬁwaﬁzwLLawﬁ%’amﬁu 9

Yo o, vwdlanssvhnmaiedouhe Andafisdurievhmsla o degunsaldaunans ldud
gunsaldaduma (Router) gunsalnszaednanndeya (Switch) gunsaliideusiofuszuuiniote
wan lngldldsuaunnandauaseuy

fo em. fauaszuu fesmuaumaindsssuuiaietns eudmsdnnisssuuindetield
ogailUseAninm dwioluil

(@) Foshinansnsldnuiemuguiliculiansaldnuamessuuiniets
flFsuaynawinu

(o) Fosdrimdunensindsyuuedetiefinsldausuty

(@) Fosdrdnnsliidumsuuaieteanieiesnesimesluduniosnoniiunes
wite ielalyifldnuamnsaliidunsdu 4 16

(@ syuuseTeTavemhsnuiiimsdeuselugissuuniotiesu ¢
meuenuhenudondeusteriugunsnifesiunisyngn sauiadesd
ANNANNIAUNIATIRTULUSUNTUUSEAIATIE (Malware) e

(@ sruueietiefosindasruuns1aunisyngn (ntrusion Prevention
System/Intrusion Detection System) ilonsaaaeunsldnuveayanaiiin
THuszuuieietnevesmirsnuludnvasiiauna

(o) Mshgszuunietneniglumiisau Ingiiunessuudunesidaindudes
fnmsastudindldon (Login) Insuanssaushederldanu uazdesiing
figauiBudusinu (Authentication) shensldswary Liiensiaaeuni
gndesasliaunouynads
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(@) dosdestuiilimhonuneusniifeuseannsasediu IP Address nely
YassruuATeYIeNeluve I
(@) Fosdahunuiaszuuiaietng (Network Diagram) 3siiswazideaientiu
YBULIAYDITTUUATRY BN eluLaTLATEYIBEUDN LaraunTaleng 9
wious Ui dutlgtuetiaue
(@) N1358YRUNTRILWATEYY
- fouaszuuiinsfudy@msvedensoinietns laun mededuelduing
swanBen iasneufinnesfiveliuins IP Address wavaniuiing
- Houaszuudesiringldendiannsadildaunsalld
- nsdlgunsaiffinisdenseanniaSotnsniouen fosinissyynneia
gunsaihannsadidendeiuieioriemelulivieliannsadensels
- qunsalinTetnedesaninsansiaaey IP Address vasviasiuynaLay
Uanenala
- freliuinisdesnsonuuumiedu “msverdensioinietne” Tavaniilvan
Wy UlAveINIENT19E51500gY ¥ade Intranet a1515048%
- nmadnldugunsaivueieriefesinnisiigaisnunessildgunsal
fo ex. fauaszuu fesudmsmunuadosneuiinmesusiing (Server) wagiuiiaveulunis
AuasTUUABNNImaIwIg (Server) Tunisivuaudily viioUAsuulatedng q vaswenduIssEuy
(Systems Software)
{0 ¢o. neRnFeusulTwendusvessrULNURRITinIsTeYRTNGguaTE ULV
Ansanaudiiun
fo &a. Amualitimsdniveesaldn laus3 wazienansdmiurenduaivesszuuny
Huanuiisinrsiunsasade
fo ¢o. Msdniivdeyassasmeneuiinmes (Log) ileliideyaasnasmaeneyiinmes
fiAnugNARLaTaINNTTEURFIYARALARINKLINTG W.I.U. ABLTIMES bedo
Yo @m. AmupsmsnsmuauMsldusTUUIASeTBLaziATasRsLialnosuiTne
(Server) nglFsunsusnmiisny eguadnwim uUaenfevesszuy amuumsUFoR
Fasteluil
(@) yAAEIINMBUAEUBNTFoINTANS lumailfnussuueiorioway
\3snRNTmeiLIY (Server) veathonuazdoniEeseayyniy
aednualdnws evesygnanvivthmieay
(o) fimsmuauroms (Port) Adlunsdidssuuetneinny
(@) 78n13la 9 ﬁawmam%’wzjﬁi’fazﬂa wIesruutayaliainsveglnadadasunis
BUYINIMNTITINUIB Y
(@ maddszuunnseeglng gldnudeuanavdngiu ssumananionIy
Fndulunmsaiifiunuiunhesnuegiaiiems
(@ nsdgssuuesetienslukagssuvansaumaluniisnuInsseglnados
fmsastuiindldon (Login) Tnsuansaudhededldnu uazdesing
figaviudiusmy (Authentication) shemsldsariu ilensisaauaiy
andesawliaunounnads

wnUHURluN s hwANuiuAaenfEAUATAUmA YBINTENTINETITUGY i olo



Yo ¢e. Sualiinsuluenaietis suolud
(@ Internet wisuenip3edreluaionnedoy § MueIAITANY 9 Lﬁammmmi
Whdaesetnglaglidlasuayyn
(o) Intranet winAfotenslukazedetianieuen Wearuasadelunsly
NuITUUATAUmMANIeTY

fo ee. Amuanstestueietnsuazgunsalin 9 Mdeusefussuuederigegedaau
LATFEMUMUMSIMUAAT Parameter 519 9 W IP Address athsteedas o Ase wenani
msiuauileviodsunyasen parameter maumumawmmmaﬂmumwmma

o &o. szuusetenunTiinsdeurelufnruuetetiey q meuenmiaey
éf@qLs'fiamamuaﬂﬂmﬂmﬂumiumﬂmeﬂ,ﬂsLLﬂim"Lumim Packet filtering 1wu nslalwsoas
(Firewall) vi3osndnwasdu « smmmammmmmiaiumimawwaLm (Malware) g

Vo &e. G]ENLLIﬂ’]iﬁ]ﬂ@]ﬁuUUGﬁ’J"\]ﬁ]UﬂﬁUﬂ’iﬂ (IPS/IDS) lensaaeunslinuvesyana
fdlduszuuedetngveaihsim ludnvuriinund Tnefinnsmsadeunisyngniiussuy
3oty msldiuludnungiiaund waznsufluudsuulasszuuiniets ngyaeailiisiune
wifAetes

U9 &=. IP address vesszuununIattenelusndunssinistesiudlvmiisnuneuen
fideusomunsanoaiiuld ielunmstestulilliyaraneuenainsniteyaiieafiulassairsves
syuuATevulalagdg

fo €. msldiaTesilons q (Tools) ilen1snsnadeuszuLIATorsfesldfunsoyiAan
Houaszuuuazdriansldauanziniisndy
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duil b nsadugunsIrReszuUUGTRnTS (Operating System Access Control)

U9 'vo. HALATTUY Aamuruamsameileuyaainsindveaniisany (neufidnude <)
Tumsldnumumusidusuiduneu fifdmiunisendnaninsldnu (asiifinude eo)
19U nsaneen siensiAsusumseunelumieny Wud

{0 vo. twuatureunsURtRRedlF

(@) Hdrusorimunsiaiulunmsldnueisneufiunesiuinveu

(o) ndnszuuinduat fesendntnyddlinuriendeusiakiiuromnsa
fdnuiildgnimualiGudufiumdoniunisfiakeszuuiiud

(@) Gldusostednisldanilusunsunuoumiies (Screen saver) Hiayiinas
Sormtheenindlelaifinisldou ndsmmbudefesnmsldnugldruses
Tdsvar1u (Password) Wieitnlday

(@ rounadrldszuudfiinmafesinisassuiindnldan (Login) nnads

(@ fusioslioygaliidulidesldnu (Usermame) uaysariu
(Password) vasslumadilfsuiaiesneniamosvesmheusiuiu

(o) ludonhnsasiufinesn (Logout) sufiileidnldsumieliiegiinthae
Dunanuu

(@) Tadavdoldanlusunsudssinm Peer-to-Peer yi3aluswnsuTAMIGES
uusiag AUy In NN YUIgIUNTENTIETITEY

(@) wodwIsTinTEnTNassagy 19TavEMS dldnuaansoveldauln
wihfierusniy wasiuldligldnwhnmsfededeldnusonduisuls
filsifidvans snmsrany dednduanuiindruyana glinusuiavouus
RTENGAETT

(@ wowiinsznsassuguiamieslilrldny fodudsdnu Fudli
fldaurhmsfings aeanouasuudas uily vievinduniievnlulda
fidu

(00) vuldm$nensynussamiliuvesnsensiansisaay deussloviimg
QRELY!

(o) Wugldnutihauedeyaiiiangune asiindvans uanstomnugunm
Liwanzay viednsdefasssy nsdfldruaiiaiumavueievisneuiames

(o) ElTUVRIMNENU ATUANABLTILABINIBTEUUATAUWANIEUBN
Tnglilasuaygmanvivtmiieany

U0 vlo. MITEYLAzBUSUMIAUYDNElda (User Identification and Authentication)
Avualvgldanunansinumetedlinu uasdesdinsiigaidususausonsldsiasiiu
donsradeumnugniesesgldnudeunnads

aa

U0 om. M3lFulusunsulsziangfian (Use of system utilities) fesdninuazaIuaunIs
T WsunsugiandmsulsunsupeuinimesndAy Weawnmisldnulusinsugidnuisviia
ansaviiglivanideanesnistesiunamuanuduaslasadevesssuuls iedesiunisasiin

visananidganasnisanuiuaslaendenlanmvualiviendeguay Iudiuns dadl
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L4

(@ nsldenilusunsugfian sedldsuniseutiandguassuu uassoaiimsfigas
fususnudmiunadrFnulusunsugiai ediiauazaiuaums
gy

(o) Waunsugiaamunanldausiodliosfinduans

(en) (ﬁaﬁ@Lﬁ*UIiJimegﬁaﬁaaﬂmﬂ%awmﬁﬁm%’mwwu

(@ fnssdeansiildsueuaelildenlusunsug fian

(@ #oswnidnvieauiidiusunsugfidfuazsenduaifiistostussunuilid
arsnihilunislien satsiosdostulilildnuannsadrdmdeldo
Tusunsugfiaals

U0 o, MIMuuAaldUITUUAITAUmeA (Session time-out)

(@ fmuslifszuuasaunainisiaasnunnamslfou suiidnmsldoy
#he nésnilififanssunsldaurisresng e¢ uii

(o) fmusliszuvasauneinisiauasnuanamslinuiiduiudmivssou
ansaumATdANLAD Igs

1o be. M3hinszeznaMdensroszuumaluladansauma (Limitation of
connection time)

(@) fvusliszuumaluladansaumaingdiinszoznaimaideudedmiunis
Toudielgldnuasaldnulduuiignnelussesnaniiimue ua
ualilFnuldnudananmsinuiimbsnutmuasiiy

(o) Mvuslszuumaluladansaumea Aanuddngs szuvnundngldondy
anufififerundes Quflessasvidofiuiiceusnmiase)  fnmsdiata
syozlmMadouste
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d9uil o n1sAdUANMIIAIUSuNTHUIZENANT D LaNWALATULAETSEUWA (Application and

Information Access Control)

U9 oo, Hauasyuy feamruamsamezileugldanulnd (egufdfnute ) lunisldam
pum s dusiiiuneulfiRdmiunisendnansnislinu (asufifnude o) wu ms
anoon siensiAsusiumanuneluniisny Wusu

fo oo, fguaszuu Festmuadvsnislinussuumeluladasaumaiidrdny 1wy
sruuRpuIwesiUsunsuUszynd (Application) anvunedianvseiing (E-Mail) szuuiasetielians
(Wireless LAN) szuuduwosidin (internet) {udu TnesodliansianiznisufiRanlunii
wazdadldsummfiuseuanimimisnuduamednuaidneg saisiomunudnidngn
ot saiLaNo

{0 o, fauaszuu destmusszoznailunisideusioszuvansauma Mdlunsufdiau
sruvansauwaning 9 Wegldauliinsldnuszuvasauna i o€ uil szuvazginisldony
fldnudeshmsmsastuiindléou (Login) Aeudhszuuansaumadnads

{9 e, fauaszuy doadmsdansaninisldnussuunassimimesyrannsiialul

(@) Myunnsdsuulaiuaznsendnsaninu (Password) Wegldauszuy
81981 TDNUIIMNFAWMUL IBENLENNTTITIU

(o) uualigldeuliduiinusanusianiiu (Password) Lilussuureuitunes
Tusuuuuitlilstestunisidngs

(@) fmundedldeuvdosiadldnudodidi

@ Tunsddaudndusodidifmeiugldnuiifiandaan ldnuduasies
lpSuanuitureuaraydfnimimienu lnednsfvunszeziia
msltnuuarszfumsldnuiniideriuszosnandinanvidenuaindum
wazdinsimunansimuilasuidfddtesesulalith uazdesimunli
svianlgauAaInsag g uauUng

{9 wo. fauaszuy dostdmstansmaddsteyanuussandunnudulunmsauauns
dhsteyausazssinndunnuduisnsdndsaeasauasmadisnussuueu suidiimahae
foyausazUszniuarudy deluil

(@) #ownuaunadidsioyaudastssantuauduiniadifdasnsouas
QRESARN AR EATITROM)

(o) Fostmuasiedolldanu (Username) wagswartu (Password) Liteldly
mansrdeufnuTieslfnudoya luwasduauduresdoys

(@) fvuaszeznanslidauarsefunsldouiuiifloiuszosnandingn

(@ nsSudIdayAdAYNUTEUUATEUIBESITE AISLASUNISIINTIAA
(Encryption) ﬁL?;Jummgmafma W SSL, VPN %38 XML Encryption
Dudu

(@ rmuansidsusiaru (Password) Auszevanfifmuavessey
ANUAAYeIlaYa

wnUHURluN s hwANuiuAaenfEAUATAUmA YBINTENTINETITUGY i ed



(o) MwumnAsMsinwImiunsasnfovestoyalunsdlithaunindoon
wanvsy 1wy Un3esnw asiadeu antiunisdrsesiavautoya
fiivegludeduiindeu Wusy

Yo oo, srULTdlEN1sTUNIY TNansEvuaziiwdWrygs TR

(0) uBnsEULTlIABNSTUNILEBNINTTUUNUDY 9

(o) finsmuANanILIndeNvewwed IneiivesufjuRnuuenudndiu

(@) Tnsimunavsliameidanslds sy

Yo oo, nslinugunsalreufineiuardeasindeud é’aaﬂﬁﬁ’@ﬁqmdﬂﬁ

(@) MF9dUANNNTONvRIRDNTINDS wazgUnsalflazthluldauiegluanin
worlduvield uaznaaeulusunsumsguingndesauavans

(o) sziinszfalaliynnaniousndnaendeyaainaeuimesiin gl vuus
Foyailatimsimeunsidunisinly

(@) \devmamnudndusedigunsalaeuineiuasdeasindeudiud Tiiuih
defudmihiinsuiaveusiud

(@ Wnihifzuiaveulumssufudesmsiaasuanmarumienldamves
gunsainouiumesiazdoasindounfisufuie

@ wmnusnghenudemeiifntuiuinnnanuussumegisonses
fin Ul fuinlldessuinvousionuidemefiAniu
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d7U% & N1sUSUIsIRNIsYaNALISHazavENS wazn1sUaenuluswnsuliduseasnn (Software

Licensing and intellectual property and Preventing MalWare)

Yo o, nagnTasIsugy Talinuddnroeminddumatiyan Fethumensuasi
yhonueyelilinuviefiionuiidvdvs flénuannsovelinuldnunianusniu uas
sullallgldmwhnmsiedadeldnusonduituladlififeand mndnmseseaeunumisingu
azifinavans deddunruiindiuyana finuazdesiuinveuusiiiosfifen

Yo ae. goNAws (Software) Anthonulidaedellsgldnu foduddulutensvinnu
vuillsgldanuvinnns nenneu Wasuwlas wily vievhduuileluldauidu q snduldsuns
ougnNTmth e S ediliFueunneitansluavans

Yo we. ponfumesvesdldrufadelusunsudesiulifanoufiunes (Anti virus) mui
ymhenulivsznelild Buuineufamesiuiuedonionsiinu Tnededldsueugnainsimd
VeI IARl

{0 e, UsIATeya Td vewsing visedduln fildsuandldaududeddsunismsiasy
hianeufumesuarlusunsilivszasdideuianldmumiefiutiuiinnnass

U0 wel. JlYuApvinsUSuUTteya dmsunTivaeuwasUSulsessuuUfians
(Update patch) Tolusiiase LﬁaLﬂumiﬂaaﬁum’lmﬁamaﬁawLﬁ@%u

Yo o, flFnudesiissy b fauarlusunsulaiszasdinaonam utadonvdsiaund
HldnusosdLauilauasyuy

{0 o, leflinunuineSosmouiiumesinlida flinudedsideusoiniosneuiinmes
WEATOUNY LaEABILIIMALAKATEUY

{9 co. vhudnaourhduun wWasuulas aufs defeya donu enas videddla q A
Funswdveaienu vievestidu lnglildsueygnantmiimisay

o co. Tuvmamewnshi¥areuiumes Taud vielusunsudunsela 9 fleraneliin
arndemoingauninduesmieau avsfiaziannTusunsumiesniauasle 4 auwnsaduiunisls
usisaslaifuiunsiedl

(o) WamilUsunsuviesisausla q fiazvhatenalninuenuvasaseszuy
savmansgiludnvasndunsueulderariu msdnasurhdnudona
yAnABUYEouNsTarUYEIyARADY

[

(o) WalUTUATUUTEITALITIA 9 %qﬁﬁiﬁ;ﬂﬁqwuﬁﬁwéLLazﬁwﬁum’mﬁwmg
TunsaseuaseanineInsszuUINNNIEITLAY

(o) Wannlusunsulaiiazyhenslusunsuvidewdshlsunsulufulusunsusy
ludnwauzlgufeiunusutelanouiimes

(@ WamlUsunsuviesnsawsla q fiazvhateszuudrindninisld (License)
oA

(@) vauedoyafiianguung asdiedvdviuanidenuguamlivanga
vidodnsofasssuussmdsufnuvessemalng nsdiigldauaaiuma
VULATOUNEADNNINDT

U9 Qo. MINALeNALIinerugunsusn (Outsourced software development)

(@) dabn1sAIvANlAsINSRLIgNAWIS AT UIlAUTNITIINAEUeN
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(o) ﬁmizuﬁsudﬂﬂmLﬂu@fﬁﬁm%‘hw%’wéﬁumaﬂigmwﬁm%’mja%aiﬁm
Tumsiagendwisiaedsudndiusnisainaieuen

(@) FsanimuaiFesIanuansitgnsadeuiunuA LAz ATIgNFBI DS
szaﬁ/\léhn%ﬁ%ﬁﬂﬁﬁwmimwﬂﬁﬁmimauaﬂ Tnoszyliludnyaninad
yhiuglsiuimanieuenty

(@ Winmsnreaeulsunsulduszads lusenduassa q fiagvinsing
AousuiunsAnsa

(@  *HWINNITAINOUNIITHAILIGONUITIINUUIBIIUNBUDA KIBIUFDY
fflunsiUdsusaniusing o
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dui « MIUURILIINAEUaNd1INIY (Teleworking)

% Y = ] e & | o = Y = =

10 een. fOwiN1IRTIRARUIQUNTAIN TWvasdumsldlunsitnfsssuumalulad
asaumArsihenuanszezlnatinistesiubfawazmsldnuliisadmunneaunivug

10 ge. fovinsdnwsengunsaldmsunisujifinuansseslng nsdaiudeya uas

e Y] v

gunsalFeanslilanugldauainseeslng

10 g&. Jldnuansseylnannau fesiunisiigaumny Weiumnulaensdazdeod]
NSATIVEOU LU AU WpIoN1SdnIwa [udu

% | P ca & ! R R =

U0 <o, Wounwlildaugunsainduvesdiudiierinfssuumaluladansaumeaves
wguanszeglng mngunsalfnanliegnieglinisauaumuuleuisanuiiuaslasndeves
MUY

U0 el ARIMMUAYIAYDIIY FILUINTYIN9TL FUANUEUYDITRYA TEUUVTULATUINNT
#1199 YomhsnuiaygInwazlioyynlilfuifnuainsseslng

18 &, AR uATURaUULUAGIMTUNITVRRYR N15VRENLEN NISAMUANTBUSUUTS
avsmsiinfeseuuau wagnsAugUnsalnldufiRnuainsseslng

wnUHURluN s hwANuiuAaenfEAUATAUmA YBINTENTINETITUGY i o



d9ull oo MIAIVANNITINTTZULLATEUE a8 (Wireless LAN Access Control)

10 g KAKATEUU AmuaudynuvesunIainszatedygyinuuuliang

o
'

(Access Point) WiSalnasenueniuildrussuuinietnelsaetosiian

1o co. fauaszuu Aesvinnisiasue SSID (Service Set Identifier) fignimuauan
IneUens (Default) mmﬂQ’mSmﬁuﬁﬁﬁwqﬂﬂicﬁﬂszmaﬁﬁgmmuwvﬁmﬂ (Access Point) 11147
wazimualigou SSID (Service Set Identifier)

10 wo. HALATZUU ABefvuaA Wireless Security 1uwuy WEP (Wired Equivalent
Privacy) 38 WPA (Wi-Fi Protected Access) Tumsitnsiadeyasening Wireless LAN Client wag
gunsninszednyanauliane (Access Point) uazimunsliliuansdesyuuiadovisliang

U0 <o, JALaTruy Henliian13AIuAN MAC Address (Media Access Control Address)
wazdoffliau (Username) s¥arnu (Password) wesgldanuiistanslunsdhldauszuueiote
1¥ane Tnazounniannzgunsaliiil MAC address (Media Access Control Address) uazdagldau
(Username) uagsiarinu (Password) anuiitwualivihiulsidnldssuuadonglmeldognagnies

fo wen. fguaszuy desiimsiadslisioad (Firewal) szwinsssuuieietnelaeiuszuy
wiotenelumieny

fo we. fauaszuu msimualifldnulussuuiaiedeliaefndodoasiuaiey
Aglumiheauruma VPN (Virtual Private Network) Lilethetlasfunisyngnluszuuiaietie
15ane

fo we. fguaszuu desnsamedougunsalnniilifndessuuirieteliane
guaszuy desldweniunivioaniauainmaasuanuiiunsasnioveszuy

wievelfanaLiionsunsivaeukar TuinmgMsinasdeiaulussuuisoiuliany wazdnds

19 «o.

eXp @22

ENURANIATIAEBUYN o Loy uarlunsdiiasaaeununsldnuszuuieaietisldmeiinun
IALATEUY 189U I8 UNT UYL

Yo «o. fauaszuu desmuauqualiliyaranientnsnunieuenilildfueygnn Ty
szuunsotngliaalunisdigszuudunsnie (ntranet) uazgiudoyaniglusng q vosmuienu

fo we. fldnuiidosnindfeszuuiaietnglmevenssniansisaay awfeninns
amzifeuiugguaszuusazdoslasuiiansaneygyinaniminihenuegiaduaiednvaldnys

fo c. fquaszuu Fosinsameifouimuadvsgldnilunmadifeszuueieiislfae
Tmnzaufunihiierusuiaveulumsufifnu fewdldssuuedodelians s Snsmumy

a

avsnaidindsedvainaue il avdedlasuaygnandauaszuuniuanudndulunisldeu
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d9uil 0o NIAIVANNTIFIUgUNTaITBIRUATEY Y (Firewall Control)

{9 @oo. henuduthilumsuimsiang nishadauassiuaaes Firewall s

{9 @oe. MatuAAIELFuYDS Firewall Fosimunliuufiasiemua (Deny)

{0 @olo. NNUINT (Services) uazidumadensiodumesidnilioyainaiu Policy azsins
gnudan (Block) e Firewall

Y9 wom. ldnudunediinazdesihmaasiufindldmnu (Login) neumsldnunnads

{0 @oc. MIfmuamUINSLArMIITeuseTioyq R szfesintuiinnisuasuuyag
ynAss mnfin1sAeuutaseng 4 e Firewall

{0 eo&. madhdssigunsal Firewall azdiosanmnsaiinddlsiameziilasuneumneli
AuATANISIVIEL

{0 @ow. Teyaamasmnenfiumeiiitnesngunsal Firewall axdesdsrnludnLiy
flgunsalfnfivdeyaasasmnoniiumes lnsazdesiniiudeyaasasliidesndin «o fu

{0 eom. nstmuaulsnelunslisnsdumesidniuiniesneuiinmesgniteas
Fanesamaidonsofiugiuvetusunsuiiily feygalifldnu Fmmndarududuiasldnuness
naidenseusnuilofiimun azdeslisuanubugesainmisanuniey

10 @ow. MIfmuamMsliuineiosneuiumesusiiigluusazdiuveniols
wdesimunsoug namzneinnsdousefisidudensliusnisvindu

10 oow. IzABIinITAOIloYANISIIMUAAIANY 9 vedgUnsal Firewall 1Hudszdn
ynduaviniennasineufiaziiniaiudsuutasen

0 oo, IA3osRBLTImEsIT TSNS UUIE AU 9 aeluntieay
fildnwaziifudunsuinazdediioyynliinsdouderiieldnudumedidn uudlirudniy
lngagsparimuadunsdly

1o eoe. Mhonuilaviiarszivvdevdenmslinuveunissaeuiuneigningiis
wgFnssumsidauiiinuleuis veaanmsvhaueddusunsuiifirudesionnudasade
unIlasunisuily

10 ealo. MaToussludnuazYeIN1s Remote Login AMNn18uBMINEaATaLIUE
v3egUnsalnIetien1ely AdesduinTenNTveIN sAiun SIULUUNISYeR Y ALTUN1S
Rerfuedesaeuiimesuivnuazgunsalindodns uazazdedldiumnuiurouaniimii
mheguneu

10 oom. Havlaulouigiuanulasndeves Firewall azgnsziunisldnudumesiinriui
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dufl ol N3sAIVANNSIdaINeBannsatling (E-Mail)

[ a

10 oox. Tunsamsidoudaddldnuanmnediannsednd (E-Mail) Aesinisnsendaya
voildusmsaavnedidnnseling (E-Mail) Inedusverdudmehiimienu

10 ood. IHaInMNediannIelind naildsiarudesliusngrsenanssianiueanin
uisesuansoonulusUresdndnuaiimuidnusiiu Wy “x” vio “0” lumshuriusagsiadnys

{0 oeb. WeldSusiariu (Password) afsusnlunsdrssuuannunedidnnsedind
(E-Mail) waziflofinndrgszuuluadsusndu TuAsusviarin (Password) Tassuil

Y9 @ow. fauaszuy Fostmuasuaundaisenlsildnuldstaiuinld wu liifu o ads

10 ooc. lituiinveliusianiu (Password) Lilussuumeniiames

{0 oo, WABUIWEARIY (Password) 1A o - © 1oy

{0 oloo. ildfieganmnedidnnseding (E-Mail Address) vesfduriiesuniesunia
dadennu snviuusezldsunstugenanidivesyldnunasliiolndvesanmnedidnnsetind
(E-Mail) JudsuRnveusensldnuluannunedidnnsedind (E-Mail) vesnu

19 oo, ndINMIlFNUTTUVIIINEEENTTeling (E-Mail) laSadudesastuiinean
(Logout) V!ﬂﬂ%’jd

1o elolo. Msdstoyafiiumudy limsszymnudfyuesdoyaaduieanvine
Sidnmsedind (E-Mall) Budeusiinedl¥iinsiisiadeya E-Mail finsnufmuall Tildaanu
sifasyidlumssyydetied E-Mail vesifuliignaeafiotestunisdsiindgsu

0 oba. Wnds E-Mail Aifldnvaziluanmneaey (Spam Mail)

{0 eloe. uds E-Mail Afdnwazduaamunegnly (Chain Letter)

To obe. s E-Mail Idnwuslunsazidadengming viiednsvesyanady

1o elown. s E-Mail ATl $alulituyanadulasiann

{0 elos. iszyTovesdidalu E-Mail ynatiuiddly

1o oo, ivinsdrsesteya E-Mail mumnududuegrsainase (whmheauay
yhmsdsasdeya E-Mail Blusififiessszesnamilaviduy dadu EMail fiwnn 1 was
udusedldnidadanudidudiesdhseniulienuies)

10 obe. Al¥NUFRwINIINTINERENASLUUIINIAMINEBLEnTTelindrieunisiUn
iemsaaeulndlagliflusunsudesiulfa Wunslosiulunsdalnaidu Executable file
1 exe .com LUusiu

{0 emo. Fltnudedliilnnsedsieannedidnnseiindviodoniuildsuangds
filsigan

1o ome. flinudedidonnudilignmidesudsnmnedidnnselindlsimunzan Toya
Fusnaviliidedeidosvesmieny shliAneuunnienseninamiieny Humnaanving
dudnwseiind

10 omb. HldNudemsIvdeudiiuIaueBanvselindrawmuemniu uazarsdniu
wiluteyauazanvanedidnnselndvessiliindoduiutieniian uazmsavanvaneidnnsedingd
lifesnseenanszuuiiteanuiiunisléidefissuuanmnedidnnseting
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1o ema. TomsszTa glénumsleutoanmnedidnnseindiagldndanendands
wpsnaufinmeivewm Welunisestuduneusuanmneld ddulimsdniudeya vio
anmnedidnnselndilulliliudliludanmnedidnnsotind

10 ome. Hidnudedldaanunedidnnseiindniasy dwsuldsu-dedeyalussuusivnis
pufneSgIueTilo Tl oc fuAL bEEo 1F0s MINAITTUVIAMNEBIAnVTeTindnanaile
nsdeansluniady
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dufl om N3AUANNMIIEBUMDITIN (Internet)

{0 . fuaszuu Festmuaduniinsdeuseszuunenfiumesiiienaitldau
Sumodidn AdeadeudenuszuusnuAuUasafeinihenudnass v Wy Proxy, Firewall,
IPS-IDS 1Hustu shugldsuihnsiensiessuuneniininesiiutes1edu 1w Dial-up Modem
sniunafivananuddusazfaavinisvesugInaniniihenuduaednualdnys

{0 emo. IAF0IRDLRUBTAILYARAUAZIATRsRBNTIABSUULNATN fouvinsidonsie
Sumesidn iuduiusiges (Web browsen) dosiimsfinsilusunsudlostulada uazvhmsgates
13u8358UUUURNS

10 ome. Tunssudioyaneuiiunasiiundumesidnazdesdinisnaaaulaa
(Virus scanning) Inelusunsadlestiuldaneumssudstoyannads

1o o, ildszuudunodiin (ntemet) vommhonu Wemussloviludmndvdidy
nsduyana wagyinadngiiuleidlimenzan wu Gulsiidndefasss uledftidensuens
nszmunspiouvideilufuromnuiunseni mau nsvamndaid e iulediduforedeny
vioaifindvsuesiiau videteuafionaneliiAnanudsmelsitumisny

{0 eme. Taamedoyaddyiduruduieriunuremiisnuiiddlaliussne
sgadumnanisinuszuudumesids (Intemet)

10 oco. szdnsyiIn1sanilnan Wswnsuldnuanszuudumesiin (Intemet)
M3 (Update) Wsknsusing o deadululnglilazdndvdns

{0 oo, Tunslfrunszauaunudidnnsednd Lilawmedoyafidifyuaziiuniudu
VBN

1o oo, lunsltsunszmuaumndidnnsedng liiausaudniiu vielddemud
thy W5 fazviliiAmnuidouidesedeidssesmsau msvhatsanudusiusiuyaaing
YOIUBIUBY 7

fo o, flinulitiidoyansufinunesls 4 Afdnvazsuduia suduaiuie
Renfumnuiunswsissvenandns suduanufaifeaiunisienisie videamididnuaurduaun
waglivhnismeuwnsviodaiedeyanauiinmesiinaniniudumesiin

{0 oce. vdwINlTsTUUBUmeddn (nternet) 1aFaudn TidaduluTwesiieteatiu
naildanulngyanadu o

fo oce. vanltBumedidnaioud: iinsesnanszuuiletosiumadnldnu
Tngyaaadu 7

{0 oo, flinuderiiRnungmneidhonisnssianuiiafeifiuresiomes
98191A39ATA
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duil o N13ldaUIATRIRRNNIMRTEIUYAAR

18 oaw. wINRUGUANSIFUNIY

(@) p3pspRuRImaTIIBengnlildw Wudunsndveameauield
Tunuswng

(%
a o

(&) TWsunsuiildgnindsasuueiosneuiumesvomhssmsonulusunsy
fimhsnulddedvansinegegniasmunguane duisgldnudaaen
TUsunsusing 4 uazhlufindeuurdosmenfinmasdius viaudly vie
thlulauldaulnefianguane
@ lleuygelsgldeuhnsfafuasudludsuadusunsilueies
ABUNINBSAIUYARRYBINUILINY
(@ mandeuieviedurissnefineidiuyananiiatesaziefiiunis
g mihiiveamhsnunerdfuiamnissinuiadosmeufinmesuay
gUnsaiflévindyanfunsenrsanssagy Wiy
@ reunsldaudetuiinnnnieig 4 desdinsnsiaaeuiienhiyalag
Tsunsutesiulisa
) ¥y dnihfluazSuRnvoudemsguasnwiamnuasndevesaios
AN IADT
@) Unin3esnenfinesdiuyanatinuiosnseuasedlinuegiloldomlszdriu
w9y vifedledimsginsldnuiunit o 92lug
(@) hnsRae Screen Saver vauATasapLnDi iR URasoUl¥TnTg
fonmtheendsanilildldnuiunin mo wiil iletestuyanadusnlday
fipdosaeniinmes
@ vaieiesnenfiumesdiusiiidmihiidudwesnldfussuuedete
YOI enINaElATUNIINTIRARUINAAUAT VUYRMBNURaY
nshdau
{0 ocw. nsldsianinu WldnufiRmuuumensuimsianssiasindssylilu
lonans “msmvuavihirnusuiinveuvosldam”
1o ocx. MatostuainlusunsuyamddlifisUszasd (Malware)
(@) ;ﬂ%’muéfaqmwaaumh%’amnﬁasﬁa 9 19U Floppy Disk, Flash Drive
uway Data Storage 3 9 neuthuldnusindunsosmenfiames
(©) flinudenseaeulndfiuuuiniuanmnedidnnselindnielnai
alvannandumesidamelusunsudesiulisa deuldeu
@ flinudewmaeudoyansuiinmeslaniyamdslifiesrasdsegine
afinavilvidoyaneufiumes vioszuuasuiuneinieynfdduinny
oo gnvinane gaudluasuuias videufuRanulinssauidsi
Avualy
18 o¢o. NIFITDITRYALAYNITNAY
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(0 flinusessuinreulunisdsesdeyaaniadosnoufiunesliuudoduin
5 9 191 CD, DVD, External Hard Disk tUugu

(o) flinusinihifuinwdedoyadises (Backup Media) Tiluannuiii
manza lilidssdenstilvavesdoyauaznaasunsiauteyaiidisedly
ogsaiLaND

(@ flinudesusziiuanudssideyaiiiulivy Hard Disk laimsazidu
TouadAqRgtestunsinnu mwszmn Hard Disk 1delU Aliinseny
MBNNTANTUNITYDINUIBIY
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47U7 o N5IYULATDIABUNADSLUUNAN

o o¢e. wwINIUFTRNTIH LY

(o) AdpsmpufiamosLUUnAm s oy elldau Wudunindvos
wihgnuielflunusvns

(&) Wiunsuildgnindiasuuedosneufinmesuvunnmaussmienudondy
Tusunsuitmheeu dedaavdunogagndsmungmang fus
fldnudnaenTusunsusing  uasilluRadsuuadosnaufiome faaudh
vidoudly e llvigduldnulneinngmane

@ flinudesdnuuazufiinugiienisldiusdiaziden ensldaueeis
Uaensdouaziluseaninm

(@ lidaudasuilediuysznoude 9 UareNianesLaz s nBIdNINUDS
ARNTIMOT TN LAY

@ Tunsalfideamandoudneindesesinmesiuunnm asldnszidndmsy
iresmeuianosLuLNAIN Welesiudunseiinanmsnssnunszifiou
U nsenantizvineu vsenaaie Wusy

(o) vaAndssnslifvdovesuds wu Uareinn naduiantiae LCD Wiy
seulntuvideviilias LCD veuadsauiamesuuunnmiuanidemels

@) Wrnwsawivuunthesuasuduiun

@ madmhnruazeiamisenndoudaerauiilofian wazdoudaluly
LIMARenaL ULy sz inihaeiisesTadule

@ nslfiaiesmeufinmosuvunnmiduszeznaunuiuly luanmidiennia
Youdn desUniniesnouiinmesioidunsinedesdnszeyvilsneudeld
mulnsidneds

(00) M3trdeuineIATes vaziedoadaldnue Thihmsenangrunield
utlufiand Fahewndodasnisioniinenndy

18 odlo. ANNUABAHYNIIATUNIEAIN

(@ flnusinidsuiaveulumstesiunisgame wWu msdenrdosnsi
Lilaldau linaedesisliluiiansisue visluuinadiaudssens
gouvng

(©) fldnlifuseldnuroniumesuuunnwluanuifiilinnusou/
mm%u/sguazaaqqqLLazéfaﬁzi’qﬂaqﬁ'umsmﬂﬂswu

10 o&n. N13IAIVANNTITITEULULURNS
(o flinusesimundofldanu (User name) uazsiasing (Password) Tuns
dlduszuuufiRnsuesedosmeuiamesuuunnm
(©) flinudesimunsimiuliliquamieswiesnuiszyliluenans“ns
Uimsdanisavsnisldaussuuuazsradin’
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@ fdnudosiinisldnulusunsuinuaenin (Screen Saver) Tngkaa
Uszanal o wnit Tivinstenndhaedolifinisldeu wdmindude
Aosnsidanusedldsiariiu
(@ fldnudeninmsg Logout senanszuuiiuiidleidnldauvielsiogiiviies
Dunanuu
1o e, mildsrailildnulfiinunmamsuimsdanssiaiiuissylily
lonans “msmvuaniniiausuiinveuvosldam”
10 o&d. NIFITRIUBYALAYNITNAY
(@ flinudenhmsdsesdoyanniaiesneuiiimesuvunnm lngisnisuas
dosing 9 wletesiunsgamevestoya
(©) fl¥nudenuiusnviedsesdoya (Backup media) iluanui
fwnzan Lidesiensyilvavesdeya
(o) usiudedsestoyaring q Mivdeyaliazdesinnsmaaeunisdau
og1saiLaND
(@ uwiudedsesteyaililinuuds deshanslailanansnihluldaldsn
@ flinudessuiiuanudssindeyaiiAuliuu Hard Disk limsazdu
FoyadRRsrtestunsiienu sz Hard Disk 18l Alinseny
AeaN1sALEuNTYeII I8

wnUHURluN s hwANuiuAaenfEAUATAUmA YBINTENTINETITUGY i g



d9ufl oo N13A3I9IUNITYNSA
(Intrusion Detection System / Intrusion Prevention System Policy : IDS/IPS )

{9 @@, IDS/IPS Policy ifunlsunsnisfinisssuunmadaunsynIn wagaTIRdaUAmx
Uaenduvaaaietny ilelosiunineins ssuvansaume uazdoyavuaietneniglumiesy Wi
anusiunsaendy WunumsmsuFoRReiunisnsaaeunsyngniaietiy wieufuunuinuas
AusuRnveUTiAETee

U0 o&e. IDS/IPS Policy AsRUARuYNLEad (Host) luiA3ev18veIniienulaziAIane
doyartavn udadunsifeyaeadium dddegluaiernedumesidayniduma

19 o, srvutanuaiiatuisadidaldandumesidnuiefiarsisurardosiiunis
MIIAFBUINNITUYU IDS/IPS

{9 o, swuuanualy DMZ (Demilitarized zone) agdasldsunsnsiaaougtuuuns
Transnounshnsauandaliuing

{9 oo, loas (Host) wagiAdoresiavmadifinnsdsiudeyarii IDS/PS awdesiinig
Tuiinnan1snsIaey

19 epe. YUV IDS/IPS avdaaiin1snsiadeuias Update Patch/Signature 1udsedn

10 o, A0IN1INTIVEOUMANISTAL ToLadT19s NaAnsTUNITIENUL AanTsy wazduiin
Usinadeyaiildnuasetiadulsydmniulaedguassuy

{0 @om. IDS/PS Awvnuneldngauauiiugues Firewall #ldlunsidrfauniete
VBITTUUATHUNANNUNG

Y9 eoe. inTosusidnefifimsfinds host-based IDS aedpsiimansiaaeudeyausydniu

{0 epe. wofnssunsldan Aunssy viewgnsaiienue  fiflarandestenisynin
mslaufissuy woRnssufiiiasds wdensnenenudnszuy Heivsrauanuduanaglivsyay
anudifa axdestimsneauliimhssumsuiuiiasiany

{0 e, WoAnTTy Avnssuiiinasdy Mieszuunsihauiiauni ignduny szsosdinng
enulsimthmhssmi aelu o Hlusinmamy

{9 . nMamTRABUMIYNINTRazFeafutuindeyalilitionnd «o Tu

{9 oo, 39UU IDS/IPS figUkuumInoUauasomn ity 1dun T1eeunans
PIINUTDAMANTAIAN 9 FdunisutuneuiieananuiBionns aureNsuaRjsiefinsiany
dosfumnmsniienaiindnlueunan uazdiunsnuusy

fo eow. mirsauianslunisginsdendeinietisvenissnouiiamesfiinginysu
\deasionisungnszuv Tnglifessimsudaungldamaramh

{0 oo, fignnsradeuimeeiunszimssulafiiunisazifinulovievesnsznig
a513aigY Maneneiifeszuulaefiveu msleufiszuu videlingAnssndesionisiauesszuu
asauma azgnszfunislfiadetiediuil mamsnsyidananfumsnsgieaiiniiaenndeaiu
ngvnedhensnszyhanuiafeiuneniunes viieidunisnszyiiidmaliAnaudenese
foya uazninenssruLveIisny wdowgndidunfmuduneuresngmane
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Al oo N15AARILALAAUARIYBITEUU (System Installation and Configuration)
18 osle. N13UTUUTITEUUUURNS (Operating System Update)

(@)
(o)
(en)
(&)
(@)

(2)

ATIvABUIATEIIUY WazgUnTalszuy
AnseszuudiiRnismsanuaudosnisnsldny
fvunTouaysary fauaszuu wazderldnu (Usen)
SvuaARaRT TeLAses (Computer Name) / IP Address

Udulss / dvuaensgduaradasndevesszuuufiRnig (ngdli
seUUURURNSAT ServicePatch Update)

AindalUsinaa Antivirus / U3use Virus Definition uagAmunAIn1g
ATIADUTTUUNTARNUazUTUUTIlUSUNTY

10 oalo.  NISUTMITURTHLTU/AnSnisidndanagnsideiussuu (User Account

Management)
(@)
(o)
(n)

AMVUATBLALIVAHIU HAWATEUY (System Adminstrator)
Mvuaderldeny (User Name) wagsiian1u (Password)
uiinUdldauazdnsnadnldssuy

18 oo, NMIUFUVUTINTSNWIANUUaDATY / Anti Virus (System Security & Antivirus

Upadte)
(@)
(o)
(en)
(@)
(@)

Annu Ehseda szuunsinauvesreuiimes msiildsyuy
Performance 1933¥UU WiansaaeuINsEuUinwALannuinng
UFuusa / nmmuenssuuaulasndy ivangauiudym
USuugslusunsu Antivirus way Definition livfuadeiduuszdmnduan

ALUNS Scan A5 basamsuimes Wuuszan

10 ool ANAY / USuUTasyuudnnisguden (Database Management Operation)

(@)
(o)

(en)

(@)

Ansaszuuinnmsgudeys muaufesnsvesszuuauiivienuld
MruaszuunIelUsunsuguteya lvvinuniuiussuudfianmsle
oehagnies waedivssAnBnim muszuugrudoyaiiufmun

a¥s uazimussederuimsszuugiudoya (Database Admin)
Fofldendunazansnsly

U5uuse / mvuaenssuulimangay viuadey vielesiumaiinlamiet
GHG)

10 ooie. AafegIudeyalusunsuseuunusg 9 / Mruad1szuuvedlusinsuuazimun
Hlduagansnisiinldusnis viieisguteya

(@)
(o)

(en)

(@)

(@)

ARl UTLNTUTLUUIUAINATIFBINTS oA

MuuaA1 wislusinsy weusns vihausiuduszuudfifnag JDuld
palUsunsuvieszuuautuegsgndesasiivsyanam
Ansaguteyauandoudessuuu uagvinmeaeunsliuinisniu
syuunuiufgu

udsgldan vidorirvesszuuau Wannsadaldnuls Tneudsnede
e wagAnsnsidildsruunaggudeyamudiimuald
AvuANaginIgd1sad / dwun / neaaugfu (Restore Test)
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[

(o) Uuiinteimiun Adnns uas U iTeRldiuusas seAuassEuUNATING
nsase / USuls
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duil o= NMsInNudayavTRsABNRINRS (Log)

{0 oo, FniAvdeyassasmisnenfinmes (Log) 1iludeiiudeyafianunsainuiniig
AsUIU gndes wiads szysfyaraiiiiddedindld uardoyailflumsdaiiv dossmuady
Auaulun1sidnda

1o ooe. VuuAluteyaasasaouiumes (Log) MAudnwili

10 oois. A1MUALAIN1TTUTINNITYII9UVRITEUUTUTINANSUURIuve g lday
(Application  Logs) kazdufinseazideauasszuulenunisynin wu Juiinn1sidn - eanseuu

Y]

=2 Y 1 [ v ~ £ £% < v =2 1% 1 o
Tuiinnsnenenadigszu Wusiu iedselevidlunisldnsinasunazdeaiuiuiinlisgiles «o
Tu tuRsuinsldanuaugeas IneufiRnungruneinmenisnseyanuRaieiuneuiiimes

19 eox. AosiiisnsUosiunisuAluudsunlastudinans o wagdndnandnisindedudin

wianulianzurrafiietosint
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=
AN o
nsinwanulasnfegiudayauasdisesdaya

inguszaen
o. iieliiszuvasaumnavashsnuansoliuinisldesseiiles
o. tielndumnsgiu umitinesanusuinveuvesguassuulunsufuRnulsiiu
MheuegunTIngn uazaseriindinudfyvesnisSnwmautuaslaonsde
o, telifldnulsisuiitlanazannsaufiinmuuumaiidimualneinsensn wagnseuin
ferudfreantssnwanusiuasaenfevessruasauImA

wuUHUR
duil o Msinwanulasnsiegiudaya

1o @. fmundvsuazamdduesieyauargiutoya
(@) dnvUyBgudoya N13TMUNNGUNTNYINTVRITEUUNTENITYINNIU Lagli
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